MToken
Lost MToken
Step-By-Step Procedure
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MToken Distribution Center (MDC) Lost Token Procedure

If a user visits an MToken Distribution Center claiming to have lost an MToken, the Administrator will disable
the lost MToken and assign a new one to the user.

This process is done using Quick Admin Authentication Manager. Log on to Quick Admin here:
http://www.mais.umich.edu/mtoken/

Important Information
A Access to Quick Admin is limited to Tier 1 support staff, which includes all MToken Administrators.
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MToken Administrator Support
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Admin.
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MToken Quick Admin Login
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5. Verify that your User ID has populated
correctly.

6. Enter your Tokencode in the
Passcode field, which is the number
displayed on the front of your MToken.

7. Click OK.

8. If you have logged in properly, you will
see the main Search screen.

9. Decide which search parameter you
would like to use (User ID, First Name
or Last Name) and select the
appropriate radio button.

10. Enter the corresponding parameter.
11. Click Search.

12. From the search results, click on the
Token Serial Number.
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Edit Token
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To disable the lost MToken and assign
a new one, click Enable/Disable
Token from the Edit Token page.

Scroll Down.

Click Apply.

Click User Search.

Decide which search parameter you
would like to use (User ID, First Name
or Last Name) and select the
appropriate radio button.

Enter the corresponding parameter.
Click Search.
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20. Click the User ID from the Search
Results.

21. Scroll down.

22. Click the Assign New Token radio
button.

23. Enter the serial number of the new
MToken.

24. Scroll down.



Two Factor Authentication

Eit User Record

2 Fitvien waten tanagrs v ddme M Internet txpiorer provdod by Usererrsly ol oo Oslioe =i0x]|
i T
» [ a3
Sae s
| Baacted| | =
| Token _T&MWW. Token Status

Ensbled, Last Logged ln 06272006, Tane 1917,
Exp. date 04302011, Tane:00:00, Bad Tokean 0,
Bad PINwO

1|e 000032643750

© Unassign Selected Tokon [~ Confir
T Ramave User Password T confim
" Chear BiM and put this token in Now PIN mods

" Replace Selected Token

New Token Serial Rumber
& Ratain ongnal PIN
© Claar PIN

Emrgency Access Passcude
1 offing suthanbication is anabled, the RSA Authantication Manager

will create & rw oMfing emergency pASSCO the naxt tma the user
authanticates onkne.

e 25

[ O i e

Bstn| |4 2 8 ] | Elowasmres. | B)eie | | i saosot . | 8] s guk aden [ roken autsen— || IR o/ T

Last updated: 11/15/2006 6 of 6

MToken
Lost MToken
Step-By-Step Procedure

25. Click Apply.

Note: At this point, if the MToken Administrator
has time, he or she can enable the
MToken for the user. Otherwise, the user
can go to the MTSC to activate and test
their MToken.



